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Abstract- Wireless sensor networks (WSNs) are made up of thousands of
small sensor nodes that are capable of detecting, calculating, and
transferring data via networks. Although there are certain resource limits,
wireless transmission is still an effective way to transport information. The
secure transfer of data is critical in a WSN. Key management techniques
have been established for the purposes of security. Key pre-distribution is
one of the key management methods used to assign keys to the devices
before deploying them in the wireless sensor networks. The challenges of
these schemes include memory consumption due to limited device resources,
scalability, connectivity, and resilience against node capture attacks.
Combinatorial designs with neutrality characteristics, which are based on
mathematical structure and impose low computational overhead and
communication overhead, are used in key pre-distribution and information
security of wireless sensor networks. In this paper, some key pre-
distribution methods based on the combinatorial designs are reviewed.
Finally, comparison of performance parameters is illustrated in tables.
Suggestions to improve future research are considered as well.

Index Terms-combinatorial designs, key management, key pre-distribution, security, wireless
sensor networks.

. INTRODUCTION

Wireless sensor networks consist of a large number of sensors randomly distributed throughout the
environment. Wireless sensor networks have no fixed infrastructure; therefore, key distribution is one of
the information security challenges of these networks. Symmetric and asymmetric key encryption

methods have been proposed to enhance the security of the communication channel; but asymmetric key
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cryptography requires considerable computing resources and is not suitable for scenarios with limited
resources[1, 2] Another method of distributing keys is using a key distribution center (KDC). Each node
must share a unique symmetric key with the KDC to distribute and authenticate it, which increases the
number of security packets sent and the bottlenecks around nodes close to KDC. The security of these
schemes depends on the security of the KDC. This method requires a fixed infrastructure with secure
servers, often unavailable. Key pre-distribution (KPS) refers to how the keys are distributed across nodes
before deployment in the environment [3, 4]. There is a key pool in key pre-distribution patterns that
contains all the keys used in the network. Before deployment, a key chain from the key pool assigns to
each node. If two neighboring nodes have a common key, they can communicate securely using
cryptographic methods. Therefore, key selection should be done to improve the possibility of sharing at
least one common key between two neighboring nodes. If two nodes do not share a key, they
communicate via the key path [5-8]. There are different key pre-distribution methods, with their own set
of features and functions. One of the weaknesses of key pre-distribution patterns is their limitation of
scalability [3, 9]. The capacity to manage keys in large networks with many nodes is referred to as
scalability. The amount of memory required to hold the keys equals the storage overhead. The storage of
keys in each node has a memory constraint; thus simple calculations are required to consume fewer
resources. Connectivity is one of the essential parameters in key pre-distribution. The ability to
communicate directly or in multiple hops between two nodes is referred to as a connection. Another
crucial measure in evaluating the performance of key pre-distribution patterns is resilience to captured
nodes. The discovery of keys and certificates stored in nodes results in information exposure and network
capture [1, 2, 10, 11] The goal of this paper is to study some key pre-distribution approaches in fog
computing and wireless sensor networks that are based on combinatorial design strategies, as well as to
estimate evaluation factors including scalability, memory overhead, network connectivity, and resilience
against node capture attacks. In the second part of this article, the work done in key pre-distribution is
reviewed. In the third part, several key pre-distribution methods based on combinatorial designs are
reviewed. In the fourth part, the results obtained from the presented methods are evaluated. In the fifth

part, the results are summarized.
Il. RELATED WORK

Key pre-distribution schemes in networks can be classified into three categories: probabilistic, deterministic,
and hybrid[12]. In the random method; the keys are randomly selected from a key pool and stored on each
node. In this method; the two nodes might not be directly discovered. Eschenauer and Gligo (EG) is the

first random distribution scheme [10, 13]. After that; the basic design was generalized, and the g-
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composite scheme was proposed [14, 15]. Deterministic key pre-distribution methods are designed to
increase network connectivity. There are many deterministic key pre-distribution schemes, such as the
Blom design [16] and the Blundo design [17]. In the hybrid method; the keys are assigned to each node
using both random and deterministic methods. The random method improves scalability and resiliency
against node capture, while the deterministic method improves network connectivity. Hybrid design
improves scalability and resiliency against node capture. Two simple ways of key pre-distribution are the
single key pattern and the pair key pattern. The single key pattern assigns a common key to all nodes. As
a result, two nodes can communicate with each other. Although this technique has a small memory
overhead, it has a high resiliency against node capture. Each pair of nodes is given a unique key that they
can use to communicate with others in the pair key pattern. The network resiliency in this scenario is
high. Because each node in a network with nnodes must keep n — 1 keys, this value grows linearly in
large networks, and storage is unfeasible due to the nodes' limited memory. Because these two methods
are inefficient, key pre-distribution schemes should have minimum storage space and high resiliency. A
key pool of keys and identifiers is generated during the EG key pre-distribution phase. For each node,
kkeys are chosen randomly from the key pool without being placed [10]. To find the common key; the
two neighboring nodes exchange and compare the list of key identifiers in their key chains during the key
discovery phase. They can choose one of their shared keys as their private communication key to
communicating with each other; the key path establishment phase occurs if no common key exists

between neighboring nodes. If the key pool has p keys and the key chain length is k; the probability of

(P-K)!?

network connectivity is 1 — = .

In the g-composite key pre-distribution method [14], when two

nodes share at least ¢ common keys, they can compute a private key to communicate with each other.
This approach provides more resiliency than EG, and the probability of network connectivity decreases
because q keys must share instead of having one. Blom matrix-based method [18] is not for key
distribution in sensor networks, but many key distribution schemes are made using the Blom method.
Blundo method [17] is based on symmetric polynomials. This polynomial is used to calculate the
common key among sensor nodes. The probability of key sharing in this scheme is one. When the degree
of the polynomial is t, each node saves t + 1 keys. It will not obtain any information about the keys of the
unoccupied nodes if the s < t nodes are compromised, but by capturing t + 1 node or more, all the keys
can be easily compromised. The finite generalized quadrangle (GQ) method's network connectivity is
complete; however it is not scalable [16]. Liu et al. method [19] is a hybrid of the random EG method
[10] and the deterministic Blundo method [17]. In this method, two-variable polynomials are stored on

each node instead of the key. Table | summarizes the major notations used in this paper.
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Table I. LIST OF MAIN NOTATIONS.

Notations Description
ap Prime numbers
X The set of pairs of points, X = Z X Zg

TD(k, q) A transversal design, 2 <k < q

TDtota1 (q) Set of TD(k, @)

Heora1(9) Set of HX(q)groups, 2 <k <q
HE(qQ) Set of HX(q) groups, x € 7
HX(q) The group of TD(k, q)

Atotal (1) Set of A¥(q) blocks
AX(Q) Set of A5, (q) blocks

Agij (@) The block of TD(k, q), (i,)) € Zg X Zq
Hq) The largest groups of

Atotal (@) Set of blocks of the residual TD

I1l. KEY PRE-DISTRIBUTION SCHEMES BASED ON COMBINATORIAL DESIGN SCHEMES

A. Combinatorial Designs Types

Combinatorial design schemes are one of the methods used in designing a deterministic key pre-
distribution pattern [16, 20]. In this section, some combination designs are briefly introduced.
Definition 1: A design is a pair (X,A) such that X = {x4,x,,:*,%,} is a set of points and A =
{B1,B,, -+, Bp} is a nonempty subset of X called a block. A block design is called simple if there are no
duplicate blocks.
Definition 2: An incompletely balanced block design is represented by either (v, k,A) or (v, b, 1,k, 7). Let
v, k, and A be positive integers, v > k > 2. Suppose X is a set with v elements. A = {B;,B,,::,Bp}isa
subset of the Xcalled balanced incompletely block design (BIBD). The arrangement v of a separate object
in bblocks for each 1 <i < b; the subset B; so that each block contains exactly k distinct objects and
k < v. Each object x € X exists exactly in a different block r, risasubsetof B;, 1 <i < b [21].

For general block designs, each pair x,y € Xis assigned a number Ay, if Ay is the same for all pairs of

Xy
elements X, then A represents this common size and is called a balanced design because each block
contains k < v elements.

Definition 3: A BIBD is called asymmetric design or an SBIBD when b = v or r = k. This scheme is

represented as (v,k,A)-SBIBD. For each power of the prime number q > 2, there is an asymmetric
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scheme (q2 + q+ 1,q + 1,1) [11]. Each block contains r = k elements; Each element occurs in r =
kblocks; each pair of members appears in the A blocks; both blocks are the same in A.

Definition 4: Transversal design, TD(k,q), contains k groups with size q and is also displayed in
triplicate (X, H, A). X contains a set with points kq. H contains a set of groups. <A contains a set of
blocks; Each group H € H and each block A € A are in the same member, |H N A| = 1. Both blocks are
common to a maximum of one member. Each pair of points x; and x, from different groups occurred in
one block A [22].

Definition 5 : Assume that (X, A) is asymmetric (v, k,A)-BIBD, and let A, € A. Define Res(X, A, Ap) =
(X\Ap, {A\Ay: A # Ag}). Res(X, A, Ay) is called a residual BIBD [9, 11, 23].

B. Application of Combinatorial Designs in Wireless Sensor Networks

In the Naive unital-based key pre-distribution (NU-KP) method, a uniform key pre-distribution model
is proposed by Bechkit et al. [24]. The uniform design is (q3 + 1,q%(q%-q + 1),9%,q + 1,1). So
q?(q%-q + 1) are key chains, and the size of each key chain equals q + 1. The key pool has the size of
q® + 1. To increase the probability of a common key and high scalability, a uniform key pre-distribution
pattern is presented as t-UKP. In this method; the design of the blocks is uniform, and in each node, a
separate block t is preloaded. Different values of t lead to different results; therefore, t = ﬁ is
considered to increase scalability and key sharing probability. A pre-distribution scheme for hierarchical
wireless sensor networks has been proposed by Javanbakht et al. [25]. The groups and blocks in TD(k, q)
are allocated to cluster heads (CHs) and cluster members, respectively. On the other hand; the cluster
heads communicate with each other using the BIBD. The Dargahi et al. method [26] proposed a key pre-
distribution pattern based on combinatorial and hybrid designs. The key chain in this model is selected
from two different key pools and is suitable for small networks. The Residual Method (RD-KP) [27] is a
key pre-distribution pattern using combinatorial design schemes. In this method, a new residual design is
made by SBIBD with parameters (q® + q + 1)(g? + q). The length of the key chain in this pattern equals
k = q + 1, and the size of the key poolis v=qg?+q+1. N =(g? + q + 1)(q% + q) is the number of
nodes supported in this design. Each key is in the q?(q + 1) block. Merging hybrid symmetric design
(MGHS) [28] is a deterministic key pre-distribution that improves network connectivity and resilience
against node capture attacks. The sensor nodes are connected directly or multi-hop. In the key pre-
distribution phase; the key chains generated at the base station are distributed on the nodes before being
deployed in the network; then the key construction step is performed by the sensor nodes. During this

phase, each pair of keys that are in communication with each other try to find a common key, and if none
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exists, a key path is constructed between them. To establish a stable communication channel in fog
networks, Bahrami et al. [23] scheme is built on SBIBD and the residual scheme. The cloud layer, fog
layer, and end node layer make up the hierarchical network. Direct or multi-hop communication is used
between nodes. The fog layer has two simulated layers, one of which is attached to the end nodes directly.
The cloud layer is in direct communication with the base station layer, which is situated above the CH
layer and has more resources and capabilities. The key pool containing p? + p + 1 blocks are created
using SBIBD in the pre-distribution phase, and (p? + p + 1)? blocks are created using the residual
design. As a result, CHs are assigned p? + p + 1 blocks, whereas end nodes are assigned (p? +p +
1)(p? + p) blocks. Transversal design and residual theorem (TD-R) [29] is a key pre-distribution
approach. The transversal design and the residual TD schemes are used to assign keys to each node based
on. In the TD-R, TDiota1(q) = UﬁzZTD(k, q) is constructed using the TD(k,q) scheme. TDyota1(q)
contains a set of groups called Hyya1(q) and a set of blocks called A¢oa1(q). Moreover, the set of groups
equals Hyota1 (@) = Uy, H(Q). Thus, H(q) = {H}(q): 0 < x < k-1} and H3(q) = {x} X Zq. Atotal(Q)
blocks are constructed based on the Acoar (q) = Uy _, A¥ (). So that A*(q) = {Agi;y(@): (L)) € Zq X Zg}
and Ag;y(q) = {(x, (ix + j)modq): x € Z}. As a result, TDyo41(q) is a set of TD(k, q) for all k in the
range 2 to q, 2 < k < q. Also using the residual TD theorem; the blocks A¢.ta1(q) are reconstructed as
Aroral(Q) = Atoral (@)\A(ij)(q). Table Il shows the evaluation parameters in the key pre-distribution

schemes.
IV. EVALUATION PARAMETERS OF SCHEMES

The methods of Javanbakht et al. [25], MGHS [28], Bahrami et al. [23], and TD-R [29] are investigated in
this section using evaluation parameters such as memory overhead, scalability, network connectivity, and

resilience to node capture.

A. Memory Overhead

The resource limit in wireless sensor networks is one of the fundamental issues in establishing a key
management scheme. TD(k, q) groups are allocated to cluster heads in Javanbakht et al. [25], so the gkey
is preloaded on each CH node. The BIBD is used by the CHs to communicate with one another. As a
result, each CH node has the p + 1 key preloaded. Consequently, each CH has p + 1 BIBD keys and q
keys of TD(k, q) preloaded; therefore; the total number of keys on each CH node is q+p + 1. End
nodes are allocated TD(k, q) blocks (cluster members). The blocks have a key chain length of k. As a

result, each end node has exactly k keys preloaded. k has a maximum value of q, 2 <k < q. SBIBD
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blocks are combined with parameters (p? + p + 1,p + 1,1)in the MGHS method [28] to generate key
chains. The blocks' key chains have a length of p + 1. In Bahrami et al. [23]; the key chain of the c; class
is preloaded on each node ¢; = X\B;. According to BIBD; the length of the block key chain in Xis p? +
p+ 1 andin B;is p + 1. Using the residual theorem; the common keys between B; and Xare recovered
from X, resulting in a key chain length of p? in each fog node. The end nodes' key chain length is p
because the key chain length of the blocks in BIBD is p + 1, and the two separate BIBD blocks have
precisely one thing in common. One common key is eliminated as a result of the residual theorem. The
number of fog nodes and end nodes in the TD-R model is q%(q-1) and q*(g-1)?, respectively. The
number of end nodes is given by the formula [Ng| = q*(g-1)2. The A\, (q)the key chain is pre-

distributed to the end nodes, with q keys in each end node.

B. Scalability

Blocks are assigned to end nodes in Javanbakht et al. [25], resulting in q2 end nodes. The BIBD is used
by the CHs to communicate with one another, hence the number of fog nodes is p% +p + 1. In the
MGHS method [28]; the size of the network is N; g2 + q+ 1 < N. SBIBD generates b= q?+q+ 1
key chains and assigns them to bnodes using the parameters (q®> + q + 1,q + 1,1). Merged blocks, on the
other hand, are used for N-b nodes. dis the number of merged blocks used to build the residual key

chains, where d is the number of merged blocks 2 < d < q + 1. If d-s blocks have exactly one common
key for 0 < s < d-s, then the new set size isk = d(q + 1)-(s + 1)d + (S”)zﬂ The set of new objects

is identical to the main pool if d = q+ 1 and s = 0. To produce the remaining N-b key blocks, d blocks
from the symmetric BIBD blocks are randomly chosen and combined to form a new set A. The remaining
N-b blocks are then chosen at random from the new Aset's k subset. BIBD blocks are assigned to fog
nodes in Bahrami et al. [23], and the total number of fog nodes is p? + p + 1. New blocks based on the
residual theorem are constructed and assigned to the end nodes by eliminating the BIBD blocks' shared
keys; consequently; the number of end nodes equals (p? + p + 1)(p? + p). In the TD-R scheme, the
number of fog nodes and end nodes is q(q-1) and q*(g-1)?, respectively. The TD-R supports large

networks with a large number of nodes.

C. Network Connectivity

The possibility of a shared key among nodes that links different parts of the network is referred to as
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TABLE Il. THE EVALUATION PARAMETERS IN THE KEY PRE-DISTRIBUTION SCHEMES.

Patterns Scalability Memory Connectivity Resiliency Description
BIBD [21] v 4 4 v Based on block design
TD [22] 4 v v v Based on BIBD
NU-KP [30] v - Based on BIBD
Javanbakht et al. [25] v 4 4 v Based on TD and BIBD
Dargahi et al. [26] v 4 - Based on BIBD
RD-KP [27] v v v - Based on BIBD
MGHS [28] v v v v Based on BIBD
Bahrami et al. [23] L, L, L, L, Based on BIBD and residual
design
TD-R [29] v v v v Based on TD and residual design

network connection. The probability of key sharing between the end nodes and the cluster headers is
equal to 1 in Javanbakht et al.[25], [H N A| = 1. The cluster headers in this method communicate with
each other using the BIBD scheme. Increasing or decreasing the number of clusters has no effect on
reducing or increasing the probability of key sharing. In the MGHS method [28]; the key sharing
probability is more than 85%, which means that nodes can communicate directly. The probability of
object sharing between each pair of blocks in B U H is investigated, where B is a set of symmetric design
blocks and H is a set of randomly selected blocks from the k subset of the new object set A. For each
block pair (a, ) of the set B U H. There are three types of modes (type BB: « € B and 3 € B, type

HH: « € Hand € H, type HB:(ax € Hand B € B) or (« € Band 8 € H)).

b(b-1)

The probability of each block pair (o, ) equal to Qgg = NN Qup = 2 D)

N(N-1)

and QHH =

%ﬁ;"l). The probability of Py;gys each pair of blocks sharing one or more objects is Pygus = Qgg +

%QHB"’PrHHQHH and Pygus < Qg + Qug + Quu- The probability of key sharing, according to

2
Bahrami et al. [23] is p2fp—1' The BIBD key chains are allocated to CHs so that they can communicate

directly. Since each CH has a common key with its members, two nodes from two different clusters can
communicate with each other via CHs. The TD-R scheme [29] allocates groups and blocks TDyq:a1(q) to
cloud nodes and fog nodes, respectively. Because the cloud and fog nodes have the same key |[HN A| =
1; the network connectivity between them is maintained completely. As a result, they can interact

directly. In the TD-R model; the Hyyea1(q) groups and the A,..;(q) blocks are allocated to the cloud node
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TABLE I1l. COMPARISON OF THE EVALUATION PARAMETERS OF SCHEMES.
Patterns Javanbakht et al. .
Attributes [25] MGHS [28] Bahrami et al.[23] TD-R [29]
Key size in each
end nod q p+1 q q
Key size in each ) 2
fog node q+p+1 P q
Number of fo
nodes 9 p’+p+1 - p’+p+1 *(q—1
Number of end 24+ p+1)>?
nodes q? @ +p+D) P*+p+1)@*+p) | q*(q—1)?
Connection
between cloud and - - 1 1
fog nodes
Connection qg-t
between cloud and - - 1 1—- (—)k
end nodes q
Connection 1 ) L k
between fog nodes q+1
Connection K
between fog and 1 - 1 )
end nodes q+
2
c ) Pugns = Qpp + 5 Qup X
onnection p
between end nodes 1 + PrianQun pr+p—1 =1
Pucus < Qg + Qus ‘E QHS
@+, D)
il _ 2 p - ~2J -
RESIIIenCy @“+p+1) ((p2+p)(p2+p+1)) ((p2+p)(§)2+p+1))
2

and the end nodes, respectively. The number of groups H9(q) equals gand the length of the key chain

A'total(q) is k. The probability that the key is not on the cloud equals %t if t is the number of groups in

each cloud node. As a result, the probability of a shared key between the cloud node and the end nodes

equals 1-(%)“. Both blocks Atota1(q) have a maximum of one common key, |A; N A;| < 1. The authors

in [22] and [31] claim that the probability of having a common key between two neighboring nodes in the

TD(k,q) equals ﬁ. k = q is the maximum network connection for each TDy4(q).-The network

connection increases with each TDy,41(q), With gremaining constant as k rises. The network connection

increases when q is at its peak where the number of nodes is almost constant and has not changed, or the

number of nodes has increased.
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A. Resiliency

According to Javanbakht et al. [25], the number of broken links divided by the total number of
uncompromised nodes equals the resiliency against node capture. The resistance increases as the number
of clusters grows, but this has no impact on network connectivity improvement. The probability of
compromising the link in the case of node capture, according to the MGHS method [28], is (p? +p +

@+n(551)

W, where k is the size of set A. By merging the blocks and establishing a new block,

reducing network connectivity in the symmetrical design has been solved. According to BIBD, d blocks
are fused. The parameter d determines network connectivity. Low-value d results in high network
connectivity, whereas a high-valued results in increased resiliency. Due to the distinction of the keyspace

in the Bahrami et al. [23] model, node capture in a cluster head does not affect cluster members.

)

W is the probability that any link between the two compromised nodes will be broken. At

minimum one group of the set H4(q) is preloaded into each cloud node in the TD-R scheme. The number

of preloaded groups on each cloud node determines its resiliency. A cloud node is made up of tgroups and

has tg keys. g represents the ratio of the number of groups assigned on each cloud node to the total

number of groups. Table 111 compares the approaches of Javanbakht et al. [25], MGHS [28], Bahrami et
al. [23], and TD-R [29].

V. CONCLUSION

Key pre-distribution is one of the most crucial steps in the key management process, which is used to
solve the key deployment problem. In key pre-distribution, combinatorial design schemes can be used to
design deterministic key pre-distribution. The evaluation results of these designs show that removing the
condition of full network connectivity improves the resiliency against node capture attacks, but the
constant length of the key chain still poses scalability challenges. Future research could concentrate on
methods to improve resiliency against node capture attacks by employing combinatorial design schemes.
In addition, a model for updating and distributing keys can be provided as part of future research. It is
also possible to include a new approach in which scalability, network connectivity, resilience to node

capture attacks, and other network evaluation parameters are independent of the parameters.
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