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Abstract- Services presented on mobile devices have been prompted with 

development of Internet of Things (IoT). The Global Mobility Network 

(GLOMONET) is a network which provides access to the Internet for 

mobile users from everywhere, and it is important to provide security and 

authentication of mobile devices at communications. A secure 

authentication protocol named as secure mobile authentication scheme for 

global mobility network (SMASG) in 2022 was presented by Ryu et al. 

However, we show that SMASG has some vulnerability that threatens its 

security. First, it is shown that it is not forward secure in a way that if long-

term secret keys of entities are exposed, session keys are obtained. Second, 

it is not secure against known session-specific temporary information 

attack and subsequently it is vulnerable against mobile user 

impersonation attack. In this research, these vulnerabilities are presented 

and a modified authentication scheme named as modified-SMASG (m-

SMASG) is proposed. Then, informal and formal security analysis using 

BAN Logic are given to show that the proposal is secure, and also its 

performance analysis is presented in the comparison section to show that 

it has a reasonable communication and computation overhead compared 

to the baseline papers. It should be highlighted that m-SMASG is the first 

proposal satisfies perfect forward secrecy in GLOMONET, while 

computation and communication costs are increased. 

 
Index Terms- Global Mobility Network, authentication, Internet of Things. 

 

 

I.  INTRUDOCTIN 

Rapid development of Internet of Things (IoT) makes mobile devices have access to the network, and so 

communication form everywhere is possible [1, 2]. Hence users can use various services even if travel to 

another country. As a consequence, users have access to the network in a secure way through global 

mobility network (GLOMONET) [3–11], and eligible mobile users can have global roaming services. 

However, several securities are such as privacy of a user have risen [11–14]. Mobile users (MU), Home 

Agents (HA) and Foreign Agents (FA) are entities of Global Mobility Network (GLOMONET) such that 

a mobile user MU has to register at the Home Agent (HA). When MU is not in the coverage area of the 

HA, and also tends to have access roaming services, MU sends it authentication request to the FA. Next, 

FA transfers this request to HA, and an authentication process is performed between HA, MU and FA to 
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guarantee privacy and security. Authentication protocols must provide user anonymity and privacy, 

forward secrecy and security against replay attack. Various protocols for authentication in roaming 

services have been proposed since roaming security is vital. In 2018, Xu et al. [9] showed that the scheme 

of [8] is not secure against de-synchronization and replay attack, and gave a lightweight authentication 

scheme. In 2020, Shashidhara et al. [10] showed that the scheme [9] presented by Xu et al. is not secure 

against impersonation, denial of service and stolen verifier attack, and proposed an improved scheme for 

mobility networks. In 2021, Rahmani et al. [11] proved that their scheme is not secure against user 

traceability, impersonation and stolen smart card attack, and improved such that it was secure against 

aforementioned vulnerabilities. In 2022, Ryu et al. [15] proved that the scheme presented by Rahmani et 

al. [11] suffers from password guessing attack and also the derivation of session key by external attackers, 

and then a secure three-factor authentication scheme to be secure against the aforementioned 

vulnerabilities was presented. 

A. Our Contribution  

The major contributions of this paper are listed as follows. 

• We analyze SMASG [15] and show that it is not only forward secure, but also it not secure against 

known- session-specific temporary information and user impersonation attack. Then, a three-factor 

authentication protocol is proposed which it tackles the aforementioned weaknesses. For this purpose, 

some secret parameters of mobile users are updated, and it is the most important feature of the m-SMASG 

scheme. 

• In the formal security analyses, we prove that m-SMASG accomplishes session key security by using 

Burrow- Abadi-Needham (BAN) logic. In addition, the informal security analyses prove that our protocol 

is secure against various kinds of known attacks such as user impersonation attack and also it provides 

forward secrecy. 

• Then, the evaluation of our protocol in terms of security features and communication and 

computation over- heads are given, and we compare the results with other schemes to show that not only 

m-SMASG can satisfy the necessary security and usability features of IoT-based applications but also it 

has an acceptable communication and computation costs. 

B. Related work 

Mobile authentication is the most important challenge for services presented on mobile devices. Suzuki 

and Nakada [16] in 1997 proposed an authentication scheme in which a home agent is authenticated by a 

foreign agent on GLOMONET. In 2004, Zhu and Ma [4] gave a smart card-based authentication scheme 

for roaming services, and unfortunately, it was shown that their scheme does not have backward security 

and security against impersonation attack, and it was improved by Lee et al. [5] in 2006. Wu et al. [17] in 

2008 proved that the scheme presented by Lee et al. [5] cannot provide back-ward secrecy and user 
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anonymity, and proposed a new scheme. Security weaknesses of the scheme given by Wu et al. [17] were 

presented by Mun et al. [18] which they are violating forward secrecy, password leakage and and user 

anonymity. Then, an Elliptic Curve Cryptography (ECC)-based modified scheme was given by Wu et al. 

[17] to tackle these vulnerabilities. In 2014, Zhao et al. [19] proved that Wu et al. scheme has some 

vulnerabilities such as user impersonation, lack of mutual authentication and lack of user-friendliness. In 

2011, Yoon et al. [20] gave a new authentication scheme to be resistant against the aforementioned 

weaknesses. In 2012, He et al. [21] also presented a lightweight authentication protocol employing hash 

functions and XOR operations. Although, their protocol has some vulnerabilities such as user 

impersonation and user traceability [22] which these weaknesses are given by Li et al. [22]. Similarly, Jiang 

et al. [23] in 2013 gave a anonymous authentication protocol which Wen et al. [24] showed that it is not 

resistant against replay and spoofing attacks, and gave a modified scheme. In 2016, a lightweight 

authentication protocol was introduced by Gope and Hwang [25], where it suffers from de-synchronization 

attack and it is impractical. Niu et al. [26] showed that Yoon et al. scheme [20] does not have users’ 

anonymity, and also its key management system has some vulnerabilities in 2014. Then, Niu et al. [26] 

also presented a secure authentication scheme based on elliptic curve cryptography (ECC). Independently 

in 2017, Li et al. [27] and Chen and Peng [28] proposed authentication schemes using ECC. Currently 

lightweight authentication schemes that only use hash functions and XoR operations are proposed by 

Chang et al. [29] and Mun et al. [18]. In 2016, Gope et al. [30] showed that the proposed lightweight schemes 

[18, 29] are not secure. Similarly, Lee et al. [31] showed the Mun et al.’s scheme [18] is insecure against 

impersonation and man-in-the-middle attacks, and also it is not forward secure. Then, they gave a new 

scheme that is vulnerable against denial-of-service attack in registration phase [18]. To tackle these 

weaknesses, Baig et al. [32] in 2018 gave a new scheme which is lightweight. In 2021, Kang et al. [33] 

showed that their scheme [32] does not meet user privacy, and proposed a modified scheme to provide user 

privacy and untrace ability and also security against password or identity guessing attacks. After that, 

various authentication schemes [34–38] using blockchain have been presented. Furthermore, numerous 

protocols [39–48] which are not efficient have been presented. In 2018, Xu et al. [9] showed that the scheme 

of [8] is not secure against de-synchronization and replay attack, and gave a lightweight authentication 

scheme. In 2020, Shashidhara et al. [10] showed that the scheme [9] presented by Xu et al. is not secure 

against impersonation, denial of service and stolen verifier attack, and proposed an improved scheme for 

mobility net- works. In 2021, Rahmani et al. [11] proved that their scheme is not secure against user 

traceability, impersonation and stolen smart card attack, and improved such that it was secure against 

aforementioned vulnerabilities. In 2022, Ryu et al. [15] proved that the scheme presented by Rahmani et al. 

[11] suffers from password guessing attack and also the derivation of session key by external attackers, and 

then a secure three-factor authentication scheme was given to be secure against the aforementioned 

vulnerabilities. In 2023, Roy and Bhattacharya [49] presented an ECC-based authentication protocol with 

a conditional privacy for FAs and MUs such that just HA can find their real identities from one-time 
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pseudo identities. However, it is shown that this protocol cannot provide conditional privacy and 

anonymity for FAs and Mus, and also suffers from mobile user impersonation and foreign agent 

impersonation attacks. In 2024, Sadhukhan et al. [50] proposed an efficient authentication protocol which 

cannot support perfect forward secrecy. In 2025, E.H. Nurkifli [51] gave an authentication protocol 

leveraging biometrics and PUF, and claimed that it is secure candidate for GLOMONET; however, it not 

only is not efficient due to the employing PUF, but it does not meet perfect forward secrecy.  

C. Organization of the paper 

The rest of this paper is organized as follows. Section II presents background information including system 

and adversary model used in the paper. In Section III and IV, Ryu et al.’s scheme and its security analysis 

is given. Then, the modified protocol and its security analysis are presented in Section V, VI and VII. 

Sections VIII and VIIII present the performance analysis and conclusion, respectively. 

II. PRELIMINARES 

 

A. System model 

The communication system model of this paper is based on the used model in [15]. According to this 

model, there are three entities: the mobile user (MU), the home agent (HA), and the foreign agent (FA). 

The execution flow of the communication system model is as follows. 

(1) The MU is registered by HA, and sends an authentication request through a public channel to FA(2) 

The FA receives the authentication request from MU, and sends it to HA.(3) The HA checks the correctness 

of the received message and sends a message and session key to FA using the public channel, and FA 

transfers a message to MU.(4) The MU establishes a session after it receives the message. 

B. Adversary model 

In this subsection, the following capabilities for adversaries are considered. (1) The adversary A can 

eavesdrop all messages exchanged between HA, FA and MUs on public channels. (2) The adversary A can 

extract all stored parameters of MU’s smart card by doing side-channel attack. (3) The adversary A can 

extract all stored parameters of the HA’s database, but at that time, it cannot access the user’s smart card 

and a sensor’s secret parameters. 

C. Security goals 

In this subsection, the most important security requirements of GLOMONET are listed in the following. 

• Synchronization. All three parties must be synchronized with each other. 

• Forward security. The mobile user authentication is forward secure if long-term secret keys of 

entities are exposed to an attacker, session secret keys has not been accessed by the adversary. 
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• No secret value table. Entities HA and FA should not have tables including vital  

secret values for mobile users. 

• Efficiency. The authentication scheme should have low computation and  

communication cost t be implemented on mobile devices effectively. 

• User anonymity. Mobile users MU has to be anonymous in a way their identities 
is not revealed by adversaries. 
 

D. Notations 

In this subsection, notations are used throughout the paper, will be introduced in Table I. 

Table I. Notations 

Notation Description 

𝐼𝐷𝑀 Identity of mobile user (MU) 

𝐼𝐷𝐻 Identity of home agent (HA) 

𝑃𝑊𝑀 Password of mobile user (MU) 

𝐵𝑖𝑜𝑀 Biometric information of MU 

𝑆𝐾𝐻1
, 𝑆𝐾𝐻2

 Secret keys of HA 

𝑆𝐾𝐹 Secret key of FA 

𝑟𝑀, 𝑣 Random numbers selected by MU 

𝑟𝐹 , 𝑢 Random numbers selected by FA 

𝑟𝐻, 𝑤𝑀, 𝑧 Random numbers selected by HA 

𝐺𝐸𝑁(). Probabilistic reproduction function 

𝑅𝐸𝑃(). Deterministic reproduction function 

𝑃 The generator of 𝔾 

𝑞 The order of the group 𝔾 

ℎ(). One-way hash function 

|𝑥| The size of the element of 𝑥 

⊕ XOR operation 

 

 III. REVIEW OF RYU ET AL’ S SCHEME 

In this section, first details of Ryu et al.’ s scheme [15] are given. Then, it is shown that it has some security 

vulnerabilities. 

A. Mobile user registration phase 

For mobile user registration, MU and HA do the following steps through a secure channel which are given. 
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• Step I. The MU enters 𝐼𝐷𝑀, password 𝑃𝑊𝑀 and 𝐵𝑖𝑜𝑀 when it inserts the smart card. It generates 

(𝑃, 𝑄) = 𝐺𝐸𝑁(𝐵𝑖𝑜𝑀). Then, it computes 𝐿1 = ℎ(𝐼𝐷𝑀, 𝑃𝑊𝑀 , 𝑃), 𝑅𝐼𝐷𝑀 = ℎ(𝐼𝐷𝑀 , 𝑃), 𝑃𝐼𝐷𝑀 =

ℎ(𝑃𝑊𝑀 , 𝐼𝐷𝑀), and sends 𝑃𝐼𝐷𝑀 to HA. 

• Step II. The HA selects a random number 𝑤𝑀, calculates 𝐻𝐼𝐷𝑀 = ℎ(𝑤𝑀, 𝑆𝐾𝐻1
, 𝑆𝐾𝐻2

), and 

stores (𝑤𝑀 , 𝑃𝐼𝐷𝑀) in its database, and sends 𝐻𝐼𝐷𝑀 to MU. 

• Step III. The MU computes 𝑇𝑎𝑔 = ℎ(𝐿1, 𝐻𝐼𝐷𝑀) and 𝑇𝐼𝐷𝑀 = 𝐻𝐼𝐷𝑀 ⊕ 𝑅𝐼𝐷𝑀, and stores 

(𝑄, ℎ(), . 𝑅𝐸𝑃, 𝑇𝐼𝐷𝑀 , Tag𝑀) into the smart card, and deletes 𝐻𝐼𝐷𝑀. 

 

B. Login and authentication phase 

 

In this phase, a mobile user MU, a foreign agent FA and a home agent HA authenticates each other, and a 

session key between these entities will be generated, where the details are described in what follows. 

• Step I. To login, a mobile user inputs its identity 𝐼𝐷𝑀, password 𝑃𝑊𝑀 and biometric data Bio𝑀 into its 

smart card, and it calculates 𝑃 = 𝑅𝐸𝑃(Bio𝑀 , 𝑄), 𝐿1 = ℎ(𝐼𝐷𝑀, 𝑃𝑊𝑀 , 𝑃), 𝑅𝐼𝐷𝑀
∗ = ℎ(𝐼𝐷𝑀, 𝑃), 𝑃𝐼𝐷𝑀

∗ =

ℎ(𝐼𝐷𝑀, 𝑃𝑊𝑀), 𝐻𝐼𝐷𝑀
∗ = 𝑇𝐼𝐷𝑀 ⊕ 𝑅𝐼𝐷𝑀 and Tag𝑀

∗ = ℎ(𝐿1
∗ , 𝐻𝐼𝐷𝑀

∗ ), and checks if Tag𝑀
∗  is equal to 

Tag𝑀. If the equality holds, the smart card retrieves a time stamp 𝑇𝑀, and selects a random number 𝑥𝑀, 

and computes 𝐵1 = ℎ(𝐻𝐼𝐷𝑀, 𝑇𝑀) ⊕ 𝑥𝑀, and sends 𝑚1 = {𝐵1, 𝐼𝐷𝐻 , 𝑇𝑀} to FA. 

• Step II. The FA checks freshness of 𝑇𝑀. If it is not fresh, FA rejects the message 𝑚1; otherwise, FA 

extracts timestamp 𝑇𝐹1, selects a random number 𝑥𝐹, and it calculates 𝐵2 = ℎ(𝐵1, 𝐼𝐷𝐻 , 𝑇𝑀 , 𝑇𝐹1, 𝑆𝐾𝐹) ⊕

𝑥𝐹 and 𝐵3 = ℎ(𝐵2, 𝑥𝐹), and sends 𝑚2 = {𝐵1, 𝐵2, 𝐵3, 𝑇𝑀, 𝑇𝐹1} to HA. 

• Step III. The HA checks freshness of 𝑇𝐹1. If 𝑇𝐹1 is not fresh, it rejects 𝑚2; otherwise, it computes 𝑆𝐾𝐹 =

ℎ(𝐼𝐷𝐹, 𝑆𝐾𝐻), 𝑥𝐹 = 𝐵2 ⊕ ℎ(𝐵1, 𝐼𝐷𝐻, 𝑇𝑀 , 𝑇𝐹1, 𝑆𝐾𝐹), and checks if 𝐵3
∗ = ℎ(𝐵2, 𝑥𝐹) is equal to 𝐵3. If so, 

HA computes 𝐷𝑀 = ℎ(𝑤𝑀, 𝑆𝐾𝐻1
, 𝑆𝐾𝐻2

), and then 𝑥𝑀 = 𝐵1 ⊕ ℎ(𝐻𝐼𝐷𝑀, 𝑇𝑀). Next, HA extracts a 

timestamp 𝑇𝐻, and generates a random numbers 𝑥𝐻, and computes 𝐵4 = 𝑥𝐹 ⊕ 𝑥𝐻, 𝐵5 =

ℎ(𝐵4, 𝑥𝑀 , 𝑥𝐻 , 𝑇𝐻 , 𝐻𝐼𝐷𝑀), 𝐵6 = ℎ(𝑥𝑀 , 𝑇𝐻) and 𝐵7 = 𝑥𝑀 ⊕ 𝑥𝐻, and then sends 𝑚3 = {𝐵4, 𝐵5, 𝐵6, 𝐵7, 𝑇𝐻} 

to FA. 

• Step IV. The FA checks the validity of 𝑇𝐻. If it is valid, it computes 𝐵6
∗ = 𝐻(𝑥𝐹 , 𝑇𝐻), and checks if 𝐵6

∗ 

is equal to 𝐵6. If so, it computes 𝑥𝐻 = 𝐵4 ⊕ 𝑥𝐹 and 𝑥𝑀 = 𝐵7 ⊕ 𝑥𝐻, and 𝑆𝐾 = ℎ(𝑥𝑀 , 𝑥𝐹 , 𝑥𝐻), and sends 

𝑚4 = {𝐵4, 𝐵5, 𝐵7, 𝑇𝐹2, 𝑇𝐻} to MU. 

• Step V. The MU verifies the validity of 𝑇𝐹2. If it is valid, it calculates 𝑥𝐻 = 𝐵7 ⊕ 𝑥𝑀, 𝑥𝐹 = 𝐵4 ⊕ 𝑥𝐻 

and 𝐵5
∗ = ℎ(𝐵4, 𝑥𝑀 , 𝑥𝐻 , 𝑇𝐻 , 𝐻𝐼𝐷𝑀), and checks the equality of 𝐵5

∗ and 𝐵5. If the quality holds, the session 

key 𝑆𝐾 = ℎ(𝑥𝑀 , 𝑥𝐹 , 𝑥𝐻) is computed. 
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 IV. SECURITY ANALYSIS OF RYU ET AL ’S SCHEME 

In this section, it will be shown that Ryu et al. scheme [15] is not forward secure and also it is not secure 

against known session-specific temporary information attack. Furthermore, we show that if known session-

specific temporary information attack is done, the protocol is not secure against mobile user impersonation 

attack, where details of these attacks are given in the following. 

A. Forward security 

If long-term secret key of HA, 𝑆𝐾𝐻 is compromised, an adversary can compute long-term secret key of FA, 

𝑆𝐾𝐹 = ℎ(𝐼𝐷𝐹 , 𝑆𝐾𝐻). Next, it can obtain 𝑥𝐹 from the relation 𝑥𝐹 = 𝐵2 ⊕ ℎ(𝐵1, 𝐼𝐷𝐻, 𝑇𝑀 , 𝑇𝐹1, 𝑆𝐾𝐹), and it 

can attain 𝑥𝐻 and 𝑥𝑀 from 𝑥𝐻 = 𝐵4 ⊕ 𝑥𝐹 and 𝑥𝑀 = 𝐵7 ⊕ 𝑥𝐻, respectively. Hence, the adversary can 

compute the session key, 𝑆𝐾 = ℎ(𝑥𝑀 , 𝑥𝐹 , 𝑥𝐻). As a consequence, an adversary can extract session key 𝑆𝐾 

with having long-term secret key of HA and other parameters (𝐵2, 𝐵4, 𝐵7, 𝑇𝑀 , 𝑇𝐹) used in the attack have 

been obtained by eavesdropping public channel. Therefore, this protocol is not forward secure. 

 

B. known session-specific temporary information attack 

The proposed protocol is not secure against known session-specific temporary information attack in a way 

that if 𝑥𝑀 , 𝑥𝐹 and 𝑥𝐻 are known by the adversary, not only session key is obtained, but also an adversary 

can find 𝐻𝐼𝐷𝑀 from the relation 𝐵1 ⊕ 𝑥𝑀 = ℎ(𝐻𝐼𝐷𝑀, 𝑇𝑀) since 𝐻𝐼𝐷𝑀 is fixed in all sessions and is not 

changed. Hence, an adversary with the following steps can obtain 𝐻𝐼𝐷𝑀 

• Step I. The adversary with having 𝑥𝑀 and eavesdropping 𝐵1 and 𝑇𝑀 from public channel can find 

𝑥 = 𝐵1 ⊕ 𝑥𝑀. 

• Step II. Then, the adversary chooses 𝐻𝐼𝐷𝑀
𝐴 , and computes 𝑥𝐴 = ℎ(𝐻𝐼𝐷𝑀

𝐴 , 𝑇𝑀). 

• Step III. Next, the adversary checks if 𝑥𝐴 is equal to 𝑥. If the equality holds, it finds correct 

𝐻𝐼𝐷𝑀
𝐴 ; otherwise, it repeats Step 2 and Step 3. 

In this attack, it is required to compute one hash value, so the time-complexity can be reduced by use of 

trade-off methods such as rainbow table [52]. It should be noted that this attack will be successful since 

the value of 𝐻𝐼𝐷𝑀 is fixed in different sessions. 

C. Mobile user impersonation attack 

In this attack, an adversary can impersonate a mobile user 𝑀𝑈 with having 𝐻𝐼𝐷𝑀 which is obtained by 

known session-specific temporary attack IV. For this purpose, it as to generate message 𝑚1 in form of 

{𝐵1, 𝐼𝐷𝐻𝐴, 𝑇𝑀}, where 𝐵1 = ℎ(𝐻𝐼𝐷𝑀, 𝑇𝑀) ⊕ 𝑥𝑀
′  and 𝑥𝑀

′  is selected randomly by the adversary. 

Consequently, Ryu et al.'s scheme loes not have security against impersonation attack, and the main reason 

for this attack is that the value of 𝐻𝐼𝐷𝑀 is not changed in all sessions. 
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 V. OUR PROPOSED PROTOCOL 

In this section, a modified scheme for SMASG [15] named as m-SMASG is given, where its details are 

given. 

A. Mobile user registration phase: This phase is the same as the one in Ryu et al.’s scheme. 

• Step I. This step is the same as Step 1 of Ryu et al.’s scheme. 

• Step II. The HA chooses 𝑤𝑀, and calculates 𝐻𝐼𝐷𝑀 = ℎ(𝑤𝑀 , 𝑆𝐾𝐻), and 𝐸𝑤𝑀 = (𝑤𝑀 , 𝑃𝐼𝐷𝑀) ⊕

(ℎ(𝑆𝐾𝐻1
), ℎ(𝑆𝐾𝐻2

)), and stores (𝐸𝑤𝑀 , 𝑃𝐼𝐷𝑀) in its database, and sends 𝐻𝐼𝐷𝑀 to MU. 

• Step III. This step is the same as Step 3 of Ryu et al.’s scheme. 

 

B. Login and Authentication phase: The authentication between MU, FA and HA is done, where the details 

are described in what follows. 

• Step I. A mobile user MU enters 𝐼𝐷𝑀, 𝑃𝑊𝑀 and 𝐵𝑖𝑜𝑀 into its smart card. Then, it calculates 𝑃 =

𝑅𝐸𝑃(𝐵𝑀 , 𝑄), 𝐿1 = ℎ(𝐼𝐷𝑀 , 𝑃𝑊𝑀 , 𝑃), 𝑅𝐼𝐷𝑀
∗ = ℎ(𝐼𝐷𝑀, 𝑃), 𝑃𝐼𝐷𝑀

∗ = ℎ(𝐼𝐷𝑀 , 𝑃𝑊𝑀), 𝐻𝐼𝐷𝑀
∗ =

𝑇𝐼𝐷𝑀 ⊕ 𝑅𝐼𝐷𝑀 and 𝑔𝑀
∗ = ℎ(𝐿1

∗ , 𝐻𝐼𝐷𝑀
∗ ), and checks if Tag𝑀

∗  is equal to Tag𝑀. If the equality holds, 

the smart card retrieves a time stamp 𝑇1, and generates two random numbers 𝑟𝑀 and 𝑣, and 

computes 𝐴1 = ℎ(𝐻𝐼𝐷𝑀, 𝑇1) ⊕ (𝑟𝑀 , 𝐶1) and 𝐶1 = 𝑣𝑃, and sends 𝑚1 = {𝐴1, 𝐼𝐷𝐻 , 𝑇1} to FA. 

• Step II. The FA checks freshness of 𝑇1. If it is not fresh, FA rejects the message 𝑚1; otherwise, FA 

extracts timestamp 𝑇2, and generates random numbers 𝑟𝐹 and 𝑢, and it calculates 𝐶2 = 𝑢𝑃, and 

𝐴2 = ℎ(𝐴1, 𝐼𝐷𝐻 , 𝑇1, 𝑇2, 𝑆𝐾𝐹 , 𝐶2) ⊕ 𝑟𝐹 and 𝐴3 = ℎ(𝐴2, 𝑟𝐹), and sends 𝑚2 =

{𝐴1, 𝐴2, 𝐴3, 𝑇1, 𝑇2, 𝐶1, 𝐶2} to HA. 

• Step III. The HA checks freshness of 𝑇2. If 𝑇2 is not fresh, it rejects 𝑚2; otherwise, it computes 

𝑆𝐾𝐹 = ℎ(𝐼𝐷𝐹 , 𝑆𝐾𝐻), 𝑟𝐹 = 𝐴2 ⊕ ℎ(𝐴1, 𝐼𝐷𝐻, 𝑇1, 𝑇2, 𝑆𝐾𝐹 , 𝐶1, 𝐶2), and checks if 𝐴3
∗ = ℎ(𝐴2, 𝑟𝐹) is 

equal to 𝐴3. If so, HA computes 𝐻𝐼𝐷𝑀 = ℎ(𝑤𝑀 , 𝑆𝐾𝐻), and then (𝑟𝑀, 𝐶1) = 𝐴1 ⊕ ℎ(𝐻𝐼𝐷𝑀 , 𝑇1). 

Next, HA extracts a timestamp 𝑇3, and generates three random numbers 𝑟𝐻 , 𝑧 and 𝑤𝑀
new , calculates 

(𝑤𝑀 , 𝑃𝐼𝐷𝑀) = 𝐸𝑤𝑀 ⊕ (ℎ(𝑆𝐾𝐻1
), ℎ(𝑆𝐾𝐻2

)), and computes 𝐶3 = 𝑧𝑃, 𝐻𝐼𝐷𝑀
new =

ℎ(𝑤𝑀
new , 𝑆𝐾𝐻), 𝑆𝐾 = ℎ(𝑟𝑀 , 𝑟𝐻 , 𝐻𝐼𝐷𝑀, 𝑧𝐶1),𝐴4 = (𝑆𝐾, 𝐼𝐷𝐻) ⊕ ℎ(𝑆𝐾𝐹 , 𝑧𝐶2, 𝑟𝐹 , 𝑇3), 𝐴5 =

ℎ(𝐴4, 𝑟𝑀 , 𝑟𝐻 , 𝐻𝐼𝐷𝑀), 𝐴5
′ = 𝐴5 ⊕ (𝐻𝐼𝐷𝑀

new , 𝐶3), 𝐴6 = 𝑟𝐻 ⊕ 𝑟𝑀 , 𝐴7 =

ℎ(𝑟𝐹 , 𝑆𝐾𝐹 , 𝑇3, 𝐴6, 𝐴5
′ , 𝐴4, 𝑆𝐾) and 𝐴8 = ℎ(𝐻𝐼𝐷𝑖

new , 𝑆𝐾, 𝑟𝐻 , 𝑟𝑀 , 𝐴5
′ , 𝐶3, 𝐻𝐼𝐷𝑀), and sends 𝑚3 = 

{𝐶3, 𝐴5
′ , 𝐴4, 𝐴6, 𝐴7, 𝐴8, 𝑇3} to FA. 

• Step IV. The FA examines the validity of 𝑇3. If it is valid, it computes (𝑆𝐾, 𝐼𝐷𝐻) = 𝐴4 ⊕

ℎ(𝑆𝐾𝐹 , 𝑢𝐶3, 𝑟𝐹 , 𝑇3), and checks if 𝐴7
∗ = ℎ(𝑟𝐹 , 𝑆𝐾𝐹 , 𝑇3, 𝐴6, 𝐴5

′ , 𝐴4, 𝑆𝐾) is equal to 𝐴7. If so, it 

retrieves 𝑇4, and sends 𝑚4 = {𝐴4, 𝐴5
′ , 𝐴6, 𝐴8, 𝑇4} to MU. 
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• Step V. The MU checks the validity of 𝑇4. If it is valid, it calculates 𝑟𝐻 = 𝐴6 ⊕ 𝑟𝑀, 𝐴5 =

ℎ(𝐴4, 𝑟𝑀 , 𝑟𝐻 , 𝐻𝐼𝐷𝑀), and then computes (𝐻𝐼𝐷𝑀
new , 𝐶3) = 𝐴5 ⊕ 𝐴5

′ , 𝑆𝐾∗ = ℎ(𝑟𝑀, 𝑟𝐻 , 𝐻𝐼𝐷𝑀, 𝑣𝐶3). 

If 𝐴8
∗ = ℎ(𝐻𝐼𝐷𝑀

new , 𝑆𝐾∗, 𝑟𝐻 , 𝑟𝑀 , 𝐴5
′ , 𝐶3, 𝐻𝐼𝐷𝑀) is equal to 𝐴8. If so, it accepts 𝑆𝐾 and updates 𝐻𝐼𝐷𝑀 

to 𝐻𝐼𝐷𝑀
new . 

C. Password change phase: The mobile user can update its password to provide its security through the 

following steps as described in what follows. 

• Step I. The mobile user MU inputs 𝐼𝐷𝑀, 𝑃𝑊𝑀 and its 𝐵𝑖𝑜𝑀 into its smart card. Then, it calculates 

𝑃 = 𝑅𝐸𝑃(𝐵𝑖𝑜𝑀 , 𝑄), 𝐿1 = ℎ(𝐼𝐷𝑀, 𝑃𝑊𝑀 , 𝑃), 𝑅𝐼𝐷𝑀
∗ = ℎ(𝐼𝐷𝑀, 𝑃), 𝑃𝐼𝐷𝑀

∗ = ℎ(𝐼𝐷𝑀, 𝑃𝑊𝑀), 𝐻𝐼𝐷𝑀
∗ =

𝑇𝐼𝐷𝑀 ⊕ 𝑅𝐼𝐷𝑀 and 𝑔𝑀
∗ = ℎ(𝐿1

∗ , 𝐻𝐼𝐷𝑀
∗ ), and checks if Tag𝑀

∗  is equal to Tag𝑀. If the equality holds, 

the smart card allows the user go the next Step.  

• Step II. The MU enters its new password 𝑃𝑊𝑀
new . 

• Step III. The smart card computes 𝐿1
new = ℎ(𝐼𝐷𝑀, 𝑃𝑊𝑀

new , 𝑃), 𝑃𝐼𝐷𝑀
new = ℎ(𝐼𝐷𝑀, 𝑃𝑊𝑀

𝑛𝑒𝑤) and 

Tag𝑀 = ℎ(𝐿1, 𝐻𝐼𝐷𝑀), and replaces Tag𝑀 with Tag𝑀
new . Then, it sends (𝑃𝐼𝐷𝑀, 𝑃𝐼𝐷𝑀

𝑛𝑒𝑤) to HA 

through a secure channel. 

 

VI.  INFORMAL SECURITY ANALYSIS 

In this subsection, we show that the proposal is secure as defined in Section II. 

• Forward security. A protocol is forward secure if long term secret keys of entities are compromised, 

the session key cannot be obtained. In our protocol, the value 𝑧𝐶1 = 𝑣𝐶3 is used in session key 

generation, and so with compromising 𝑆𝐾𝐻 and 𝑆𝐾𝐹, the session key 𝑆𝐾 cannot be computed by 

the adversary. As a consequence, our protocol provides forward security. 

• Authentication table leakage attack and privileged user attack. In this attack, an adversary with 

having access to HA database violates security of the protocol. In our protocol, (𝐸𝑤𝑀, 𝑃𝐼𝐷𝑀) is 

stored into HA database, where 𝐸𝑤𝑀 = (𝑤𝑀, 𝑃𝐼𝐷𝑀) ⊕ (ℎ(𝑆𝐾𝐻1
), ℎ(𝑆𝐾𝐻2

)) is the encryption of 

𝑤𝑀, and so an adversary cannot attain 𝑤𝑀 from 𝐸𝑤𝑀 and also 𝐼𝐷𝑀 from 𝑃𝐼𝐷𝑀. As a consequence, 

the proposal is secure against authentication table leakage attack and privileged user attack. 

• Identity guessing attack. In this attack, an adversary can find mobile user identity by offline or 

online guessing attack. In our protocol, 𝐼𝐷𝑀 is used in registration phase in form of encrypted one 

in 𝑅𝐼𝐷𝑀, 𝑃𝐼𝐷𝑀 and 𝐿1. Therefore, the adversary cannot be aware of 𝐼𝐷𝑀, and it guessing is 

difficult. 
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Table II   Login and authentication phase of our protocol 

 

 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

  

Home Agent (HA)                           step III 

Checks freshness of 𝑇2, and computes 
𝑆𝐾𝐹 = ℎ(𝐼𝐷𝐹 , 𝑆𝐾𝐻)  
𝑟𝐹 = 𝐴2 ⊕ ℎ(𝐴1, 𝐼𝐷𝐻, 𝑇1, 𝑇2, 𝑆𝐾𝐹 , 𝐶2) 

𝐴3
∗ = ℎ(𝐴2, 𝑟𝐹) 

𝐴3
∗ =

?
𝐴3 

Computes 

𝐻𝐼𝐷𝑀 = ℎ(𝑤𝑀 , 𝑆𝐾𝐻) 

(𝑟𝑀 ⊕ 𝐼𝐷𝐻 , 𝐶1) = 𝐴1 ⊕ ℎ(𝐻𝐼𝐷𝑀, 𝑇1) 

Retrieves timestamp 𝑇3 

Generates three random numbers 𝑟𝐻 , 𝑧 and 
𝑤𝑀
new  

Computes 

𝐶3 = 𝑧𝑃 

𝐻𝐼𝐷𝑀
new = ℎ(𝑤𝑀

new , 𝑆𝐾𝐻) 

𝑆𝐾 = ℎ(𝑟𝑀 , 𝑟𝐻 , 𝐻𝐼𝐷𝑀, 𝐼𝐷𝐹 , 𝐼𝐷𝐻 , 𝑧𝐶1) 

𝐴4 = (𝑆𝐾, 𝐼𝐷𝐻) ⊕ ℎ(𝑆𝐾𝐹 , 𝑧𝐶2, 𝑟𝐹 , 𝑇3) 
𝐴5 = ℎ(𝐴4, 𝑟𝑀, 𝑟𝐻 , 𝐻𝐼𝐷𝑀) 

𝐴5
′ = 𝐴5 ⊕ 𝐻𝐼𝐷𝑀

new  
𝐴6 = 𝑟𝐻 ⊕ 𝑟𝑀 

𝐴7 = ℎ(𝑟𝐹 , 𝑆𝐾𝐹 , 𝑇3, 𝐴6, 𝐴5
′ , 𝐴4, 𝑆𝐾) 

𝐴8 = ℎ(𝐻𝐼𝐷𝑀
𝑛𝑒𝑤, 𝑆𝐾, 𝑟𝐻 , 𝑟𝑀 , 𝐴5

′ , 𝐶3, 𝐻𝐼𝐷𝑀) 

 

 

 

 

𝑚3 = {𝐶3, 𝐴5
′ , 𝐴4, 𝐴6, 𝐴7, 𝐴8, 𝑇3} 

     Foreign Agent (FA)         step IV 
Chزا      checks freshness of 𝑇3 

Computes 
(𝑆𝐾, 𝐼𝐷𝐻)
= 𝐴4 ⊕ ℎ(𝑆𝐾𝐹 , 𝑢𝐶3, 𝑟𝐹 , 𝑇3) 
 

𝐴7
∗ = ℎ(𝑟𝐹 , 𝑆𝐾𝐹 , 𝑇3, 𝐴6, 𝐴5

′ , 𝐴4, 𝑆𝐾) 

𝐴7
∗ =

?
𝐴7 

 

 
 
 

     MU(𝑼𝑴)                               step V 
Checks freshness of 𝑇4, and computes 

𝑟𝐻 = 𝐴6 ⊕ 𝑟𝑀  
𝐴5 = ℎ(𝐴4, 𝑟𝑀, 𝑟𝐻 , 𝐻𝐼𝐷𝑀) 

(𝐻𝐼𝐷𝑀
𝑛𝑒𝑤, 𝐶3, 𝐼𝐷𝐻) = 𝐴5 ⊕ 𝐴5

′
 

𝑆𝐾∗ = ℎ(𝑟𝑀 , 𝑟𝐻 , 𝐻𝐼𝐷𝑀 , 𝐼𝐷𝐹 , 𝐼𝐷𝐻 , 𝑣𝐶3) 

𝐴8
∗

= ℎ(𝐻𝐼𝐷𝑀
new , 𝑆𝐾, 𝑟𝐻 , 𝑟𝑀 , 𝐴5

′ , 𝐶3, 𝐻𝐼𝐷𝑀) 

𝐴8
∗ =

?
𝐴8 

 Updates 𝐻𝐼𝐷𝑀 to 𝐻𝐼𝐷𝑀
new  

 

 
 
 

MU (𝑼𝑴)                              step I 
Inputs 𝐼𝐷𝑀 , 𝑃𝑊𝑀, Bio𝑀, and computes 

 
𝑃 = 𝑅𝐸𝑃(𝐵𝑖𝑜𝑀  , 𝑄) 

 

𝐿1 = ℎ(𝐼𝐷𝑀, 𝑃𝑊𝑀 , 𝑃)  

 

𝑅𝐼𝐷𝑀
∗ = ℎ(𝐼𝐷𝑀, 𝑃) 

ℎ 
𝑃𝐼𝐷𝑀

∗ = ℎ(𝐼𝐷𝑀, 𝑃𝑊𝑀) 
 

𝐻𝐼𝐷𝑀
∗ = 𝑇𝐼𝐷𝑀 ⊕ 𝑅𝐼𝐷𝑀 

 

𝑇𝑎𝑔𝑀
∗ = ℎ(𝐿1

∗ , 𝐻𝐼𝐷𝑀
∗ )  

Checks 𝑇𝑎𝑔𝑀
∗ =

?
𝑇𝑎𝑔𝑀 

Generates random numbers 𝑣 and 𝑟𝑀 

Retrieves timestamp 𝑇1 and computes 

𝐶1 = 𝑣𝑃 

𝐴1 = ℎ(𝐻𝐼𝐷𝑀, 𝑇1) ⊕ (𝑟𝑀 ⊕ 𝐼𝐷𝐻 , 𝐶1) 

 

 

 
 
 

𝑚4 = {𝐴4, 𝐴5
′ , 𝐴6, 𝐴8, 𝑇4} 

     Foreign Agent (FA)                        step II 
Chزا Checks freshness of 𝑇1 

Retrie   Retrieves timestamp 𝑇2, and computes 
𝐶2 = 𝑢𝑃 

 

𝐴2 = ℎ(𝐴1, 𝐼𝐷𝐻 , 𝑇1, 𝑇2, 𝑆𝐾𝐹 , 𝐶2) ⊕ 𝑟𝐹  

 

𝐴3 = ℎ(𝐴2, 𝑟𝐹) 

 
 

 
 

 𝑚2 = {𝐴1 , 𝐴2 , 𝐴3 , 𝑇1 , 𝑇2, 𝐶2} 

 

MU 

HA 

𝑚1 = {𝐴1, 𝐼𝐷𝐻 , 𝑇1} 

𝐹𝐴 

𝐹𝐴 



Journal of Communication Engineering, Vol. 11, No. 2 June-July 2025 11  

• Replay attack. In this attack, the adversary resends previous messages as a new one without being 

detected by FA and HA, and can generate session key 𝑆𝐾. In our protocol, for instance, 𝐻𝐼𝐷𝑀 is 

updated in each session, so resending old messages can be detected by HA, and also the adversary 

cannot compute the session key since it does not have 𝐻𝐼𝐷𝑀. Therefore, the proposed protocol has 

security against replay attack. 

• Stolen smart card attack. In this attack, an adversary can extract all information stored in 𝑈𝑖 's smart 

card, {𝐵2, 𝐵3, 𝑤𝑖, 𝑅𝑇𝑆𝑖, 𝑅𝑇𝐶𝑖}, but it cannot get parameters such as 𝑇𝐶𝑖 since it is protected by 𝑃𝑊𝑖 

and 𝐼𝐷𝑖. Also, guessing these two parameters simultaneously is not possible. In addition, 𝐼𝐷𝑖 is 

protected by a hash function. Hence, the adversary cannot generate message 𝑚1. As a consequence, 

our protocol is secure against stolen smart card attack. 

• Home agent impersonation attack. In this attack, an adversary produces a valid message 𝑚3 to be 

accepted by FA. In our protocol, for instance, it has to know 𝑆𝐾𝐻 to compute 𝑆𝐾𝐹 to generate 𝐴4 

and also it has to compute HIDM to produce SK and also 𝐴8. Therefore, the proposed protocol is 

secure against home agent impersonation attack. 

• Mobile user impersonation attack. In this attack, an adversary produces a valid message 𝑚1 to be 

accepted by HA. In our protocol, it has to compute a valid 𝐴1, where without having 𝐻𝐼𝐷𝑀 is not 

possible. In addition, this value is updated in each session. Therefore, the protocol is secure against 

mobile user impersonation attack. 

 VII. FORMAL SECURTY ANALYS 

A. BAN logic 

By using Burrows–Abadi–Needham logic (BAN logic) that is used in [53] and the following roles we 

provide the proof.  It should be noted that BAN logic is a set of rules for defining and analyzing information 

exchange protocols. Specifically, BAN logic helps its users determine whether exchanged information is 

trustworthy, secured against eavesdropping or both. BAN logic starts with the assumption that all 

information exchanges happen on media vulnerable to tampering and public monitoring. The notations of 

BAN logic are given in Table III.                                                                                   

𝑅1. Nonce verification rule: 
𝑃|≡#(𝑋),𝑃|≡𝑄∣∼𝑋

𝑃|≡𝑄|≡𝑋
 

(1) 

𝑅2. Freshness conjuncatenation rule 

(𝑅2):
𝑃∣≡#(𝑋)

𝑃∣≡#(𝑋,𝑌)
 

 

 

(2) 
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Table III. Notations of BAN logic 

Notation Description 

𝑃 ∣≡ 𝑋 𝑃 believes 𝑋 

𝑃 ∣∼ 𝑋 𝑃 once said 𝑋 or 𝑃 had sent message 𝑋 

𝑃 ◃ 𝑋 𝑃 sees or receives 𝑋 

𝑃 ⇌
𝐾

𝑋 

The 𝐾 is a secret formula which, can  

be used by 𝑃 and 𝑋 to prove their identity 

to another, because only 𝑃 and 𝑋 know the 𝐾 
 

𝑃 ⇒ 𝑋 𝑃 has jurisdiction over 𝑋 

#(𝑋) 𝑋 is fresh 

⟨𝑋⟩𝑁 𝑋 is encrypted with 𝑁 

𝑃 ↔
𝐾

𝑄 𝐾 is a shared secret key between 𝑃 and 𝑄 

 

 

  

𝑅3. Seeing rule: 
𝑃◃(𝑋,𝑌)

𝑃◃𝑋
                                                                        (3) 

𝑅4. Message meaning rule: 
𝑃∣≡𝑃↔

𝐾
𝑄,𝑃◃{𝑋}𝑘

𝑃|≡𝑄|∼𝑋
 

                                                                                                                         

(4) 

𝑅5. Belief 1:
𝑃|≡𝑄|≡(𝑋,𝑌)

𝑃|≡𝑄|≡𝑋
  (5) 

𝑅6. Belief 2: 
𝑃|≡𝑄|∼(𝑋,𝑌)

𝑃|≡𝑄|∼𝑋
    (6) 

𝑅7. Jurisdiction rule: 
𝑃|≡𝑄⇒𝑋,𝑃|≡𝑄∣≡𝑋

𝑃∣≡𝑋
 (7) 

B. Security goals 

The security goals we need to prove are defined as follows.                                                                                                                                                

Goal 1. 𝐹𝐴 ∣≡ 𝑆𝐾                                                                                                  (8) 

Goal 2. 𝑀𝑈 ∣≡ {𝑆𝐾, 𝐻𝐼𝐷𝑀
new }                                                                                                            (9) 

C. Suppositions 

The following suppositions used in the proof are listed in what follows. 

 

 
𝐬1: 𝑀𝑈 ∣≡ #(𝑇1, 𝑟𝑀)  (10) 

𝐬2: 𝐹𝐴 ∣≡ #(𝑇2, 𝑇4, 𝑟𝐹) (11) 

𝐬3: 𝐻𝐴 ∣≡ #(𝑇3, 𝑟𝐻) (12) 

𝐬𝟒: 𝑀𝑈 ∣≡ 𝑀𝑈 ⟷
𝐻𝐼𝐷𝑀

𝐻𝐴 
(13) 
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𝐬5: 𝐻𝐴 ∣≡ 𝐻𝐴 ⟷
𝐻𝐼𝐷𝑀

𝑀𝑈 
(14) 

𝐬𝟔: 𝐹𝐴 ∣≡ 𝐹𝐴 ⟷
𝑆𝐾5

𝐻𝐴 
(15) 

𝐬7: 𝐻𝐴 ∣≡ 𝐻𝐴 ⟷
𝑆𝐾𝐹

𝐹𝐴 
(16) 

𝐬8: 𝑀𝑈 ∣≡ 𝐻𝐴 ⇒ 𝑆𝐾 (17) 

𝐬9: 𝐹𝐴 ∣≡ 𝐻𝐴 ⇒ 𝑆𝐾 (18) 

D. Idealization 

In this section we present an idealized form of our protocol as follows. 

𝑀𝑈 → 𝐹𝐴: 𝑀1 = {𝑙1}    (19) 

𝑙1: {⟨𝑟𝑀, 𝐶1, 𝑇1⟩𝐻𝐼𝐷𝑀
} (20) 

𝐹𝐴 → 𝐻𝐴: 𝑀2 = {𝑙2, 𝑙3} (21) 

𝑙2: {⟨𝑟𝑀, 𝐶1, 𝑇1⟩𝐻𝐼𝐷𝑀
} (22) 

𝑙3: {⟨𝑟𝐹 , 𝐶2, 𝑇2, 𝑙2⟩𝑆𝐾𝐹
} (23) 

𝐻𝐴 → 𝐹𝐴𝑀3 = {𝑙4, 𝑙5} (24) 

𝑙4: {⟨𝑆𝐾, 𝐼𝐷𝐻, 𝑇3⟩ℎ(𝑆𝐾𝐹,𝐶3
𝑢,𝑟𝐹)} (25) 

𝑙5: {⟨𝑟𝑀, 𝑟𝐻, 𝐻𝐼𝐷𝑀
new , 𝑆𝐾⟩𝐻𝐼𝐷𝑀

} (26) 

𝐹𝐴 → 𝑀𝑈: 𝑀4 = {𝑙6} (27) 

𝑙6: {⟨𝑟𝐻, 𝑟𝑀, 𝐻𝐼𝐷𝑀
new , 𝐶3⟩𝐻𝐼𝐷𝑀

} (28) 

 

E. Proof 

In this subsection, the idealized version of our protocol, suppositions, and BAN logic rules are used to 

prove the aforementioned security goals . 

According to l4, s6 and R4 we have: 

Based on 𝑠2 and 𝑅2 we have: 

𝑃1: 𝐹𝐴| ≡ 𝐻𝐴| ∼ {𝑆𝐾, 𝐼𝐷𝐻, 𝑇3} (29) 

𝑃2: 𝐹𝐴 ∣≡ #𝑆𝐾 (30) 

According to 𝑃1, 𝑃2, and 𝑅1 we have: 

𝑃3: 𝐹𝐴| ≡ 𝐻𝐴| ≡ 𝑆𝐾 (31) 

Based on 𝑃3, 𝑠9 and 𝑅7 we have: 



2                                                              A Forward-Secure Authentication Scheme for Global Mobility Network 

 
𝑃4: 𝐹𝐴 ∣≡ 𝑆𝐾  (Goal 1) (32) 

According to 𝑙6, 𝑠4 and 𝑅4 we have: 

𝑃5: 𝑀𝑈| ≡ 𝐻𝐴| ∼ {𝑟𝑀, 𝑟𝐻 , 𝐻𝐼𝐷𝑀
new , 𝐶3, 𝑇4} (33) 

Based on 𝑃5, 𝑠1 and 𝑅1 we have: 

𝑃6: 𝑀𝑈| ≡ 𝐻𝐴| ≡ {𝑟𝑀, 𝑟𝐻 , 𝐻𝐼𝐷𝑀
new , 𝐶3} (34) 

According to 𝑃6, 𝑠8 and 𝑅7 we have: 

𝑃7: 𝑀𝑈 ∣≡ {𝑆𝐾, 𝐻𝐼𝐷𝑀
new }  (Goal 2)  (35) 

  

VIII. PERFORMACE ANALYS 

A.  Computational overhead 

Comparison of m-SMASG, SMASG [15] and AMAPG [11] in terms of computational cost at the MU side, 

FA side and HA side for logging and authentication phase is summarized in Table IV. In addition, 

communication overhead of the aforementioned protocols is given in Table IV. In Table IV, 𝑇𝐻 , 𝑇𝑅 and 𝑇𝑚 

denote the required time for hash computation, Rep (.) computation and multiplicative operation in the 

elliptic curve cryptography (ECC). As given in Table VI, the computational time of MU in m-SMASG 

contains 8 hash computations, one  Rep (.) computation and two multiplicative operations as specified   in 

Steps I and V which are done by MU in Subsection V, while this time at MU side is 7𝑇𝐻 + 𝑇𝑅 and 6𝑇𝐻 in 

SMASG [15] and AMAPG [11], respectively. Similarly, the computation time of FA in m-SMASG includes 

IV hash function operations and II multiplicative operations as given in Steps II and IV as specified in 

Subsection V. Hence, computation cost of FA in m-SMASG is 4𝑇𝐻 + 2𝑇𝑚, while this value is 4𝑇𝐻 and the 

same for SMASG [15] and AMAPG [11]. The computation time at HA side is composed of 11 hash 

computations and III multiplicative operations as given in Step III of Subsection V. As a consequence, the 

time for computation costs in m-SMASG is 11𝑇𝐻 + 3𝑇𝑚 and the computation time for SMASG [15] and 

AMAPG [11] is 7𝑇𝐻 and 8𝑇𝐻, respectively. 

B.  Communication overhead 

The communication cost of m-SMASG includes the size of messages 𝑚1, 𝑚2, 𝑚3 and 𝑚4, where 𝑚1 =

{𝐴1, 𝐼𝐷𝐻, 𝑇1}, 𝑚2 = {𝐴1, 𝐴2, 𝐴3, 𝑇1, 𝑇2, 𝐶2}, 𝑚3 = {𝐶3, 𝐴5
′ , 𝐴4, 𝐴6, 𝐴7, 𝐴8, 𝑇3} and 𝑚4 = {𝐴4, 𝐴5

′ , 𝐴6, 𝐴8, 𝑇4}. 

Hence, we have |𝑚1| = |𝐴1| + |𝐼𝐷𝐻| + |𝑇1| = |𝐻(. )| + |𝐼𝐷𝐻| + |𝑇|, |𝑚2| = |𝐴1| + |𝐴2| + |𝐴3| + |𝑇1| +

|𝑇2| + |𝐶2| = 3|𝐻(. )| + |ℤ𝑞| + 2|𝑇|, |𝑚3| = |𝐶3| + |𝐴5
′ | + |𝐴4| + |𝐴6| + |𝐴7| + |𝐴8| + |𝑇3| =

5|𝐻(. )| + |ℤ𝑞| + |𝑇|  and |𝑚4| = |𝐴4| + |𝐴5
′ | + |𝐴6| + |𝐴8| + |𝑇4| = 4|𝐻(. )| + |𝑇| As a 
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Table IV Computation and communication overhead comparison 

 

AMAPG [11] SMASG [15] m-SMASG 

MU computational 

overhead 
6𝑇𝐻 7𝑇𝐻 + 𝑇𝑅 8𝑇𝐻 + 2𝑇𝑚 + 𝑇𝑅 

FA computational 

overhead 
4𝑇𝐻 4𝑇𝐻 4𝑇𝐻 + 2𝑇𝑚 

HA computational 

overhead 
8𝑇𝐻 7𝑇𝐻 11𝑇𝐻 + 3𝑇𝑚 

Communication overhead 3|ℤ𝑞| + 9|𝐻(. )| + |𝑇| 4|𝑍𝑞| + 6|𝐻(. )|

+ 5|𝑇| 

13|𝐻(. )| + |𝐼𝐷𝐻| + 5|𝑇|
+ 2|ℤ𝑞| 

 

consequence, the communication cost is 13|𝐻(. )| + |𝐼𝐷𝐻| + 5|𝑇| + 2|ℤ𝑞| since its size is the summation 

of the length of these messages. The communication overhead in SMASG [15] and AMAPG [11] is 

4|ℤ𝑞| + 6|𝐻(. )| + 5|𝑇| and 3|ℤ𝑞| + 9|𝐻(. )| + |𝑇|, respectively. 

 

C. Security features comparison 

In Table V, the security features of the proposed protocol are compared with other protocols [10,11,15]. 

According to the results of Table V the existing protocols cannot resist various attacks, and they cannot 

provide mobile user impersonation attack and forward secrecy. Therefore, the proposed protocol can 

provide more security features in comparison with them. 

D. Experimental Results 

In this part, the efficiency of m-SMASG is evaluated and a comparison with SMASG [15] and AMAPG 

[11] is made. These protocols are implemented on a personal computer (Intel (R) Core (TM) 2 Quad CPU 

Q8300 2.50 GHz processor, 2 GB memory and Windows 7 Professional system) using MIRACL library 

[54], SHA-256 for hash function, AES encryption. It is assumed that |ℤ𝑞| = 160 bits, |𝐻(. )| =256 bits, 

|𝐼𝐷𝐻| = 40 bits and |𝑇| = 32 bits, 𝑇𝐻 = 0.5 ms, 𝑇𝑚 = 50.3 ms and 𝑇𝑅𝑒𝑝 = 0.5 ms. 

The computation time at MU side of m-SMASG is 8𝑇𝐻 + 2𝑇𝑚 + 𝑇𝑅 = 8 × 0.5 + 100.6 + 0.5 =

105.1 ms, while it in SMASG [15] is 7𝑇𝐻 + 𝑇𝑅 = 7 × 0.5 + 0.5 = 4 ms and in AMAPG [11] is 6𝑇𝐻 =

6 × 0.5 = 3 ms. In addition, the computational time at FA side of m-SMASG is 4𝑇𝐻 + 2𝑇𝑚 = 4 × 0.5 +

2 × 50.3 = 108.6 ms, in SMASG [15] is 4𝑇𝐻 = 4 × 0.5 = 2 ms and in AMAPG [11] is 4𝑇𝐻 = 4 × 0.5 =

2 ms. Furthermore, the computational time at HA side of m-SMASG is 11𝑇𝐻 + 3𝑇𝑚 = 11 × 0.5 +

3 × 50.3 = 150.9 ms, while this value in SMASG [15] is 7𝑇𝐻 = 7 × 0.5 = 3.5 ms and in AMAPG [11] is 

8𝑇𝐻 = 8 × 0.5 = 4 ms. As a consequence, the total computation cost in m-SMASG is 364.9 ms, and 

also it is 9.5 ms and 9 ms in SMASG [15] and AMAPG [11], respectively. However, the computation cost 

of m- 

Protocols 

Metric 
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Table V. comparison of security features 

Security features 
Shashidhara 

et al. [10] 
AMAPG [11] 

SMASG 

[15] 
m-SMASG 

Resistant to the replay attack Y Y Y Y 

Resistant to the mobile user impersonation attack N N N Y 

Resistant to the home agent impersonation attack Y Y Y Y 

Resistant to the offline password guessing attack Y Y N Y 

Resistant to the stolen smart card attack N Y Y Y 

Resistant to the Identity guessing attack Y N Y Y 

Resistant to the known session-specific temporary 

information attack 
N N N Y 

Provide forward secrecy N N N Y 

Note: Y and N denote yes and no, respectively.     

 

SMASG is increased, m-SMASG is the first authentication protocol for GLOMONET which satisfies 

forward secrecy in a way that if long-term secret keys of entities are derived, security of session keys are 

preserved. As presented in Table 4, the communication overhead of m-SMASG, SMASG [15] and AMAPG 

[11] is 13|𝐻(. )| + |𝐼𝐷𝐻| + 5|𝑇| + 2|ℤ𝑞| = 13 × 250 + 40 + 5 × 32 + 2 × 160 = 3770 bits, 4|ℤ𝑞| +

6|𝐻(. )| + 5|𝑇| = 4 × 160 + 6 × 250 + 5 × 32 = 2300 ms and 3|ℤ𝑞| + 9|𝐻(. )| + 5|𝑇| = 3 × 160 +

9 × 256 + 5 × 32 = 2944 bits. 

 IX.  CONCLUSION 

In this paper, we showed that SMASG [15] presented by Ryu et al. has some security drawbacks. In fact, it 

does not have forward security which means that if an adversary obtains long-term secret keys of entities, 

it can all extract session keys. In addition, SMASG protocol is not secure against known session-specific 

temporary information attack since some important information related to the mobile user have not been 

updated during the protocol, and consequently it does not provide security against mobile user 

impersonation attack. Then, a forward-secure protocol was presented to address these vulnerabilities, and 

its security have been discussed. It should be highlighted that m-SMASG not only has forward secrecy and 

is secure against aforementioned attacks but also its performance evaluation demonstrates that the proposal 

has a reasonable computation and communication overhead. 
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